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Dear JIMA Members,
Alert of malicious email with forged JMA contents

Recently, we have received a notification from a member company, regarding to the malicious email with forged
JMA logo and content, the email content is related to jewelry industry.

We would like to hereby provide some hints for distinguishing the email from JMA and the malicious forged
email for our members’ attention. Below please find a sample of the malicious email:
" Important information for all members
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important information.doc

Attn: All HKJMA members

Kindly find attached urgent and important information which has been uploaded for all members.

This announcement has been provided for your kind attention and perusal 2
FYI: PLEASE IF DOCUMENT APPEARS BLANK KINDLY "CLICK ENABLE" TO DISABLE PROTECTION

Feel free to contact us for further enquiries

Kind regard

Dr. Adam Lau 3
Chairman HKJMA

Please check the sender name and see if it is suspicious. For example: We usually will use “HKIMA” or IMA
staff name instead of “Hong Kong Jewelry Manufacturers Association” as the sender name to send out emails.
We will state the purpose of the email clearly, but not fuzzy email content to ask members to open urgent and
important file.

We usually will not send out email on behalf of our executive committee members but rather by JMA,
Departments of JIMA, or JMA staff instead.

When we send out the emails, we will not add the sender’s photo or signature to the emails.

Please be alert that such malicious email might cause damages or harmful effects to your computer system. We
suggest that anti-virus software should be installed to protect your computer system. Kindly report to us by calling
(852) 2766 3002 if you find any suspicious email. If the email is verified not sent by JMA staff, please delete it
immediately to prevent any damage to your system. Thank you for your attention.

Best regards,
Hong Kong Jewelry Manufacturers’ Association
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