


 

of this shipping scheme. 
 
1) Employees need to confirm to whom they are speaking. If someone is on the line whom the employee does 
not know, he or she should excuse themselves immediately and say they will have to call them back. 
Employees also can call back after the order or request is made to confirm that it’s legitimate.  
 
Either way, the employee should not use the number given to them by the caller and, instead, call the actual 
phone number of the business, obtained via Google or elsewhere.  
 
2) Be wary of calls that come from blocked or “unknown” numbers. 
 
3) Alert employees that they should not be fooled into giving out inappropriate information to callers asking 
questions about personnel or procedures. The perpetrators want to find out as much as they can about a 
supplier or retailer in order to sound legitimate.  
 
4) Strictly limit the procedures that allow for a change of address on shipments. For example, some firms have 
only one person who can authorize a change of address or have told the shipping company that all packages 
on which an address change is attempted should be returned to them.  
 
5) Kennedy also recommended Monday that jewelers or suppliers never give out tracking numbers for 
packages they are shipping. 


